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What Happened?

On Friday May 12t 2017, several organizations were affected by a
new Ransomware strain.

The Ransomware used a unpatched Windows SMB v1 vulnerability
to spread inside networks.

The vulnerability was patched by Microsoft in March (MS17-010) for
supported versions of Windows.

Additional patches were released for unsupported versions of
Windows (Windows XP Windows 8 and Windows Server 2003)
available on May 13

The exploit, known under the name ETERNALBLUE, was released in
April as part of a leak of NSA tools by Shadow Brokers  gawicrosoft | services



ow do systems get infected?

= Social Engineering and Phishing email: Some organizations suggest
that the initial infection originated from e-mail attachments

= SMB: Affected organizations may have had unpatched Windows
vulnerable systems exposed via port 139 and 445.
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What happens to the victim?

= Files with 176 specific extensions will be encrypted
= Append WNCRY to the filename of encrypted files

= The victim will see a ransom message asking for approx. $300
Ransomware demands will increase to $600 after 3 days. After 7
days, the files may not longer be recoverable.

= The ransomware will also install a backdoor to access the system
remotely via port 445 (Double Pulsar, also part of the NSA tool set)
or 139 for older systems.
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ow to Prevent Infection?

Supported Windows versions (Windows Vista, 7-10, Windows
Server 2008-2016) can be patched with MS1/-010 released by
Microsoft in March.

Microsoft released (on May 12) a patch for older systems going
pack to Windows XP Windows 8 and Windows 2003.

Confirm that patch is installed (suggest auto-update)

Install run the latest Microsoft anti-virus software

= Windows Defender for Windows 8.1 and Windows 10, or Windows
Security Essentials for Windows 7 and Windows Vista (definition
1.243.290.0 or above)
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Sights of Affected Systems

= Encrypted files will have the “wncry” extension.
= Systems will scan internally for port 445.
= Ransom message will be displayed.

= Note that Microsoft anti-malware has signatures now for
WannaCry.
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What if you are suspected to be infected

= Disconnect from network

= Disable port 139, 445 and SMBV1

= Backup the unlocked files

= Update patches MS1/7-010 or security patch for older systems
= Run anti-virus software

» Contact HKCERT 8105-6060 or Microsoft Hotline 2388-9600 for
SUpPPOrt
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®

Ner Mmeasures

Educate users

Check backup availability

Update machines and software

Avoid the use of accounts with the Domain Administration right
Manage macros in Office (and OLE packages)

Fnable "File Screening Management" it you use File Server
Fnable ApplLocker (or SRP Software Restriction Policy on XP)
mplement Strong Filtering in Office 365

Fxchange Online Advanced Threat Protection

10. Putin place URL Filtering

1. Windows Device Guard and Credential Guard to protection

12. Microsoft SCCM and SCOM for patch and security managementas wicrosort
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Additional Links

= Microsoft Customer Guidance for WannaCrypt Attack
https://blogs.technet. microsott.com/msrc/201//05/12/customer-guidance-for-
wannacrypt-attacks/

= Microsoft Security Bulletin MS17-010
https://technet. microsoft.com/en-us/library/security/ms1/-070.aspx
= Security update for unsupported Windows
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598
= Microsoft Malware Protection (WannaCrypt)

https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Na
me=Ransom:Win32/WannaCrypt
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https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
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http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598
https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/WannaCrypt
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Search results for "KB4012598"

Updates: 1 - 13 of 13 (page 1 of 1) <4 Previous | Next .
Title Products Classification Last Updated | Version | Sjze
KB4012598 : Windows B &2 EH Windows 8 EEHER 2017/5/13 nfa 872 KB Download
Security Update for Windows XP SP2 for x64-based Systems (KB4012598) Windows XP x64 Edition ﬁiﬁl;;g 2017/5/13 nfa 1.5 MB Download
Security Update for Windows Server 2008 for Itanium-based Systems ) Security
(KB4012598) Windows Server 2008 Updates 2017/3/12 nfa 1.2 MB Download
KB4012598 : Windows Vista £ ET Windows Vista wEEER 2017/3/12 nfa 1.2 MB Download
KB4012598 : Windows Server 2008 £ FEi Windows Server 2008 wEEER 2017/3/12 nfa 1.2 MB Download
KB4012598 : x64 R Windows Server 2003 RS BEHEITXIE ;‘:j':';id;:"s Server 2003, Windows Server 2003, Datacenter BB 2017/5/13 nfa 958 KB Download
KB4012598 : x64 HR&H1 Windows 8 2 MEER Windows B EEHER 2017/5/13 nfa 984 KB Download
XPe #1 Windows XP SP3 &35 (KB4012598) BHiT=1E Windows XP Embedded TEHER 2017/5/13 nfa 657 KB Download
KB4012598 : Windows XP SP3 R4 EHRBTHE Windows XP ZEHER 2017/5/13 nfa 667 KB Download
KB4012598 : Windows Server 2003 B2t E ST ‘;\.;Il:':id;r:us Server 2003, Windows Server 2003, Datacenter R ES 2017/5/13 n/a 688 KB P
KB4012598 : x64 RiFA Windows Vista £ B Windows Vista wEEER 2017/3/12 nfa 1.3 MB Download
KB4012598 : x64 RiFA Windows Server 2008 £ 4 BT Windows Server 2008 wEEER 2017/3/12 nfa 1.3 MB Download
WESO09 84 POSReady 2009 MIREMEST (KB4012598) Windows XP Embedded wEHER 2017/3/12 n/a 667 KB Download




